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If you need HRCI/CPE credit, please participate
in all polls throughout the presentation.
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Administration

A recording of today’s webinar will be emailed for your
reference or to share with others.
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Administration
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For best quality, call in by phone instead
of using your computer speakers.
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Administration

To ask questions during the presentation, use the
guestions box on the right side of your screen.
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Administration

Please provide your feedback at the
end of today’s presentation.
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IT Risk Management



Who owns risk?
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Security Breach
Affects Thousands

- -

- -
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— Dr. Jack Freund

IT Risk Manager,
TIAA-CREF



Sorry John,
but this was your
responsibility. |




IT Risk IS
Business Risk



AGENDA:
1. Why does this matter?
2. What needs to change?
3. Where do we start?



Polling Question #1
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AGENDA:
1. Why does this matter?
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Why does this
matter to me?



Technology is changing
the way we live, learn,
play, and work.




Most organizations relyon
_technology for their critical
business processes.




Technology

presents But opportunity

can have risk




2.3 Billion

Exposed records as a result
of data breach from 2009 to 2013.




An Additional 904 Million
EES

In the first three quarters of 2014.



Records Breached in 2014:
1,023,108,267




Records Breached in 2014:

Number of
Breach
Incidents:

1,041




Records Breached in 2014:
1,023,108,267

Number of
Breach
Incidents:

1541

Incse In
Breached Records
from 2013

Source: 2014: Year of Mega Breaches & |dentity Theft - Gemalto



Data records were
lost or stolen with
the following frequency:

(30)

2,803,036
Per Day




Data records were
lost or stolen with
the following frequency:
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Data records were
lost or stolen with
the following frequency:
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Data records were
lost or stolen with
the following frequency:

%) ﬂ&ﬂb@

2,803,036 116793 1947
| PerSecond

Source: 2014: Year of M Breaches & |dentity Theft - Gemalto
Y



NUMBER OF BREACH INCIDENTS
4% 1%

BY SOURCE:

B MALICIOUS OUTSIDER

I8 ACCIDENTAL LOSS
& MALICIQUS INSIDER

B STATE SPONSORED
B HACKTIVIST




33.06

TRILLION

Total
global impact
of cybercrime.



The Internet of Things

World Population [RGRR:TI] 6.8 Billion  7.2Billion 76 Billion

MORE
CONNECTED
DEVICES
THAN
PEOPLE

PAILIK 2010 2013 2020



Global Internet Connected Devices

T
llon ................................................................................................................................................................

Internet of Things

Mobile Devices /

Personal Computers .

1995 1998 2001 2004 2007 2010 2013 AN 2019



Polling Question #2
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AGENDA:
].
2. What needs to change?
%3



Okay, I'm
convinced!

What needs to
change?







If yo thmk technology can .i

-::g;solve your secunty problems, =
___..;;?%ﬁ.then you don’t understand ® * .
. the problems and you don’t:

\ understand the technologyd X

=
— Bruce Schneier % « =+




For every complex
guestion there is
a simple and

. wrong solution.
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orchestrate

verb
To organize or plan
(something that is complicated)



Minimum Table Stakes

A Few
Examples:

2+ |dentity &
Access Controls

“+ Network &
Endpoint Protection

% Training & Employee
Awareness










Amateurs
hack systems.

Professionals
hack people.
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" People Information Technology Facilties

Source: Software Engineering Institute ‘
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People  Infrimation Technology Facilities

Source: Software Engineering Institute
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PROTECT E@ SUSTAIN

i
TECHNOLOGY

SECURITY DOMAIN BC/DR DOMAIN
T MANAGE RISK SR

MANAGE CONDITION MANAGE CONSEQUENCE ‘







Being compliant isn't
the same as being secure.



for the event.

T""’Ag%om
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awareness

t*acﬁOH.




How do you approach other
business opportunities?




Polling Question #3
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AGENDA:

3. Where do we start?



That sounds
reasonable!
But where do
we start?



gﬂ%

Source: Software Engineering Institute



Risk Assessments
are the cornerstone
of any risk
management system.



Source: Software Engineering Institute
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Establish Risk Develop
Measurement Information
Criteria Asset Profile

Information
Asset Containers

ource: Software Engineering Institute

allegro

.-v/______«_,

Identify Identify
Areas Risks
of Concern

Identify
Threat
Scenarios
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Criteria Asset Profile : of Concern ;
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Identify Identify :
Information Threat Risks
Asset Containers Scenarios :

Source: Softwara Engineering Institute



Where would it
hurt most?

What high-impact event could
put you out of business?

e Reputation & Brand Image
e Lost Productivity

e Lost Revenue

e Compliance & Regulatory
e Safety, Life & Health



Compliance
Technical | & Regulatory
Support 9%, $1.1M
10%, $2M y
£

— Reputation &
Brand Damage

30%, $5.8M

Lost Productivity
20%, $4M

Forensics
12%, $2.4M I

Lost Revenue
19%, $3.TM

Category

Business costs
make up
more than

of the financial
consequences
of business
continuity and
IT security
failures.
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Source: Softwara Engineering Institute
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— : ;* Hey Joe,

' - Susan said you could
explain the X73
process to me...

_ Joe?




Establish Risk Develop Identify Identify

Areas Risks

of Concern
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Source: Softwara Engineering Institute
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Ahhh,

. No boss...no cellphone...
..

no X73. Just sun, water
and drinks with little

( ¥ umbrellas.
R s { '
. \ . \

> o



| %ve dom't %
~ v complete the X73

' process by 3:00, we’ll
1 start losing orders!

. Where’s Joe?!
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Source: Software Engineering Institute
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{ AcCEPT
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Okay Sally,
in order to take

over my old job, here
are some things you
might need to know...
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Establish Risk Develop
Measurement Information
Criteria Asset Profile

Information
Asset Containers

ource: Software Engineering Institute
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Areas Risks
of Concern

Identify
Threat
Scenarios




Source: Software Engineering Institute



— Leonardo DaVinci




AGENDA:
1. Why does this matter?
2. What needs to change?
3. Where do we start?



IT Risk IS
Business Risk



Polling Question #4
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Wired people should
know something
ahout wires.

Stephenson



Thank you!

Ryan Burrus

Senior Technology Consultant
ryan.burrus@aghlc.com
© Ryan’s LinkedIn Account

) 316.291.4168

Questions NOT related to today’s content?
mike.ditch@aghlc.com

Check out our other webinars!
AGHUniversity.com
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