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RECERTIFICATION
CPE PROVIDER

SPONSORS

If you need CPE or HR credit, please participate in all polling
guestions throughout the presentation.
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Administration

A recording of today’s webinar will be emailed
for your reference or to share with others.

[
=z
<
&
5 ke

o>



Administration

For best quality, call in by phone
Instead of using your computer speakers.
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Administration

To ask guestions during the presentation,
use the questions box on the right side of your screen.
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Administration

Please provide your feedback
at the end of today’s presentation.
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About the speaker

Cindy McSwain

Senior Vice President
Outsourcing Services

Leads AGH'’s outsourcing services
10+ years outsourcing experience
10+ years audit experience

Member of AICPA, KSCPA and numerous civic
organizations
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Food for thought

_ don’t invest In risk
management
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It’'s a

"\ E risky business

Gary Cohn




IIIIIIIIII

Learning objectives

The key takeaways



Learning objectives

1. Understand the definition of
orgavizational risk

2 Tdentify the types of busivess risks
facing our orgavnizatiov |

3 Learn how +o mavage those risks !
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Polling question #1

Please answer for continuing education credit
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Understand the
definition of i
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Organizational risk

What is 1t?



Underlying principles.....

1. Every organization exists to for
Its stakeholders.

2. Value is by
management decisions.
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Organizational risk Is...

...a future possibility that may prevent you from
achieving a business goal.

...anything that threatens the ability to
generate revenues/profits at target levels.

...something that can threaten an
organization’s sustainability.
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Organizational risk cycle
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Polling question #2

Please answer for continuing education credit
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Tdewtify your |
or@avﬂwﬂovml risks |
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FInd your risks

Every organization has a unique set of risks



Types of organizational risk

— goals of the organization
— processes that achieve goals
— public image
— safeguarding assets

— laws and reqgulations
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Types of organizational risk

Strategic

Risk that your organization’s strategy
becomes less effective or viable.




Strategic risk

Examples:
 Product obsolescence
 New competition
e Technology disruption
* HR needs
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Types of organizational risk
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Operational risk

Examples:
 Undocumented processes
 Phishing / cyber breach
e Human error
o Safety/OSHA
o Suppliers
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Types of organizational risk

Reputational

Risk of public loss of confidence In
your organization or industry.




Reputational risk

Examples:
e Activism
e« Community perception
* Actions of employee
e Actions of organization
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Types of organizational risk

Financial

How your organization"handles
its finaneial assets.




Financial risk

Examples:
e Lack of internal controls

 Debt load
o Customer diversity
 Product diversity
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Types of organizational risk

Compliance

Risk-ef.losses,and-penalties for
fallure to comply with laws,
regulations and contractuaktenms:




Compliance risk

Examples:

Environmental
Health & safety

HR
Taxes

Quality

PROCESS ~ POLICY
LAWS 1 ! RuLes

COMPLIANCE

GUIDELINES \
> REGULATIONS
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Types of organizational risk

Threa:\exnts and other rlsks\"”

resulting from natural disasters,
political transformation, etc.




Other risk

Examples:
 Economic change
e Political transformation
 Natural disasters

UNIVERSITY
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Polling question #3

Please answer for continuing education credit



WManage vour risks \
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Managing your risk

How to manage various risks



z Risk Management Cycle
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Risk management

Risk vs. Reward

The purpose of risk management Is
not to completely eliminate risk;
rather to optimize the risk-reward ratio
within the bounds of your risk tolerance.
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Risk management: ldentify

Which business assets and/or external assets might be damaged?

Employees, customers, buildings, reputation, environment, etc.

What can happen?
How can it happen?
Why can it happen?
When can it happen?
Where can it happen?
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Risk management: Measure

The harm that can be done to company assets.

What is the probability the harm will happen?
What is the potential impact if the harm were to happen?

What is the required time and effort needed to mitigate the risk?
What are the financial implications of mitigating the risk?
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Risk management: Measure

High

Financial Impact of Event
Low

High $$$$ Impact High $$$$ Impact

Low Likelihood of Happening High Likelihood of Happening

Low $ Impact Low $ Impact

Low Likelihood of Happening High Likelihood of Happening

Low High

Likelihood of Happening
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Risk management: Measure

c $$$ Impact
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L% Bl Low Likelihood of Happening High Likelihood of Happening

Low High

Likelihood of Happening
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Risk management technigues

e eliminate / withdraw e outsource / Insurance

e Optimize / mitigate e accept and budget for it

UNIVERSITY



Risk management technigues

Time & effort to manage

$ cost to manage

UNIVERSITY



Risk management technigues

e
s - High $$$$ Impact =
== o
- =| Low Likelihood of Happening GEJ
= =
S $ cost to manage
o
£
T
% > Low $ Impact Low $ Impact
o
L% w| Low Likelihood of Happening High Likelihood of Happening

Low High

Likelihood of Happening
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Risk management process

Identify options

Avoidance Select the best Develop action

Reduction response plans
Transfer

Retention

Implement Always re-evaluate
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Risk management assessment tool

Employee Injuries  Work Comp
. Bookkeeper
HR Compliance handles
Internal fraud None

Loss of owner Life Insurance

IT Ransomware None

Need safety

Design training

- 5 25
training program
Don’t know 3 12 HR Audit
One person Analyze and
: 2 8
does everything segregate
No succession 5 6 Make plan
plan
Everything at Offsite
. 3 6
office backups, plan
Score $ Impact Likelihood
1 Insignificant Nearly unlikely
2 Mild Moderately unlikely
3 Moderate Likely
4 Significant More than likely
5 Catastrophic High probability

$2,000

$2,000

$5,000

$5,000

$3,000

Jack

Jane

Joe

Jill

Jane

Q1’19

Q419
Q419

Q219

Q418
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Polling question #4

Please answer for continuing education credit
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Remember!

A quick recap




Helpful resources on AGHUniversity.com

| - On-Demand Risk management
AGHUniversity.com webinars topic



Helpful resources on AGHUniversity.com

Cybersecurity: Protect your
organization from cybercriminals

A review of the most dangerous and
prevalent cyber threats and practical
advice for defending against them.




Helpful resources on AGHUniversity.com

Information risk is business risk:
Find and manage yours

An introduction to a risk management
assessment and process




Helpful resources on AGHUniversity.com

Information security: A primer
for business leaders

An introduction to basic information
security principles




Helpful resources on AGHUniversity.com

Top five human capital risks
- And what to do about them

A review of the top 5 HR risks and
strategies to mitigate them




Don’t forget

You can't eliminate all

organizational risk, but
you can manage it.

ldentify, measure,

prioritize and manage
your organizational risks.
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Food for thought

Risk
not knowing

Warren Buffet
Chairman and CEO of Berkshire Hathaway




Thank you for attending

PRESENTER

Cindy.McSwain@aghlc.com

316.291.4101

@ linkedin.com/in/cindymcswain

0 twitter.com/AGHCindy

Check out our other webinars! Questions NOT related to today’s content?
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